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https://www.anthropic.com/research/gim-5-3-and-the-spread-of-advanced-cyber-capabilities
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https://nextjs.org/docs/app/gquides/static-exports
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https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-csf-20/final

NIST TSP 800-207: Zero Trust Architecture; 2020-08
https://csrc.nist.gov/pubs/sp/800/207 /final

NIST TSP 800-218: Secure Software Development Framework v1.1; 2022-02
https://csrc.nist.gov/pubs/sp/800/218/final

NIST TSP 800-161 Rev. 1: Cybersecurity Supply Chain Risk Management Practices; 2022-05
https://csrc.nist.gov/pubs/sp/800/161/r1/upd1 /final

NIST TSP 800-61 Rev. 3: Incident Response Recommendations; 2025-04-03
https://csrc.nist.gov/pubs/sp/800/61/r3/final

NICT CYNEX "X CHEHMR. ZDJREAD1I2E T2 7V il & o — % | 2026-10-13
https://cynex.nict.go.jp/library/261013-01.html

Google Workspace "Control which third-party & internal apps access Google Workspace data
https://knowledge.workspace.google.com/admin/apps/control-which-third-party-and-internal-apps-access-google-

workspace-data
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[R17] IETF TRFC 9700: Best Current Practice for OAuth 2.0 Security; 2025-01
https://www.rfc-editor.org/rfc/rfc9700.html

[R18] OWASP TLLMO01:2025 Prompt Injection;
https://genai.owasp.org/limrisk/lIm0O1-prompt-injection/

[R19] OWASP TLLM06:2025 Excessive Agency |
https://genai.owasp.org/limrisk/lIm062025-excessive-agency/

[R20] OWASP TAI Agent Security Cheat Sheet;
https://cheatsheetseries.owasp.org/cheatsheets/Al_Agent_Security_Cheat_Sheet.html

[R21] Anthropic "Beyond permission prompts: making Claude Code more secure and autonomous; 2025-10-20

https://www.anthropic.com/engineering/claude-code-sandboxing

[R22] Microsoft '=—"x v F DEEE 7L

https://learn.microsoft.com/ja-jp/agents/architecture/threat-models

[R23] Google TLearn about sharing your data with third-party apps & services
https://support.google.com/accounts/answer/14013600

[R24] JPCERT/CC T THIR T 2 ENFLKIC B 2 ARIE7 7 £ A 2BT 2 & ) 2026-10-08
https://www.jpcert.or.jp/at/2026/at260030.html

[R25] Google "Manage connections between your Google Account & third parties
https://support.google.com/accounts/answer/13533235%7hl=en

[R26] NIST TSP 800-63B-4: Authentication and Authenticator Management; 2025-07-31
https://csrc.nist.gov/pubs/sp/800/63/b/4/final

[R27] Mandiant "How Low Can You Go? An Analysis of 2023 Time-to-Exploit Trends; 2024-10-16
https://cloud.google.com/blog/topics/threat-intelligence/time-to-exploit-trends-2023

[R28] VulnCheck TState of Exploitation 1H 2026, 2026-07-28
https://www.vulncheck.com/blog/state-of-exploitation-1h-2026

[R29] Google Threat Intelligence Group "Vulnerability Discovery and Exploitation Trends in the Al Era,
2026-10-01

https://cloud.google.com/blog/topics/threat-intelligence/vulnerability-discovery-and-exploitation-trends-in-the-ai-era

[R30] R. Fang (Z%> TLLM Agents can Autonomously Exploit One-day Vulnerabilities; arXiv, 2024-04
https://arxiv.org/abs/2404.08144

[R31] The Register Security researchers spent 6 days doing their Chromework, built 1B user exploit
2026-10-14 (XBOWDAFEIZBIT 2 #6H)
https://www.theregister.com/security/2026/10/14/security-researchers-spent-6-days-doing-their-chromework-
built-1b-user-exploit/5303134

[R32] The Register MPalo Alto Networks: Attackers scan for vulnerabilities within 15 minutes of disclosure
2022-07-27 (Unit 4203112 B 9 % i)
https://www.theregister.com/2022/07/27 /palo_alto_unit_42/

[R33] Cloudflare MApplication Security Report: 2024 update; 2024-07-11
https://blog.cloudflare.com/application-security-report-2024-update/

[R34] Rapid7 2022 Vulnerability Intelligence Report; 2023-02-28
https://investors.rapid7.com/news/news-details/2023/Rapid7-Vulnerability-Intelligence-Report-Shows-Attackers-
Developing-and-Deploying-Exploits-Faster-Than-Ever/
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GreyNoise MVerizon DBIR 2025: Edge KEVs Increasingly Left Unpatched, Exploited; 2025-05-06 (Verizon
DBIR 20250 %5#)
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https://curl.se/docs/CVE-2026-92392.html
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https://www.cisa.gov/news-events/directives/bod-26-04-prioritizing-security-updates-based-risk
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[R53] Klue "An update on recent Klue security incident; 2026-06-18
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[R55] CISA "TWidespread Supply Chain Compromise Impacting npm Ecosystem; 2025-09-23
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